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Article 21.3, Declaration of Human Rights

The will of the people shall be the basis of the
authority of government; this will shall be
expressed in periodic and genuine elections which
shall be by universal and equal suffrage and shall
be held by secret vote or by equivalent free voting
procedures.
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Electronic Voting Technologies, 2018 Midterm Election
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The WinVote Voting Machine
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A Few Facts

I Used pervasively in Virginia (2004-2014)

I Ca. 4000 units deployed

I For this study, we secured 8 units, two SSD disks
per unit, one small (32MB) and one large (384MB
or 512MB)

I Open ports: 135, 139, 445, 3389, etc.

I Vulnerable to CVE-2003-0352, MS03-026

I Security Analysis [VITA Report ’15]

I Status: Decommissioned
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Has Someone Interfered with the Operation of this Machine?
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Setup

We have no access
I to memory/memory dumps

I to who connected wirelessly to the WinVote

I to security event logs (which are empty)

But we have access

I to other event logs

I to forensic images of the SSD drives
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Comparative Forensic Analysis of Eight Machines
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Forensic Objectives

I Did anyone access the machine exploiting known vulnerabilities?

I Did anyone install rootkits/malware?

I Did anyone use the voting machines for other purposes?

I Did anyone mock with the binaries?
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The First Impression

https://www.youtube.com/watch?v=z6rLSF7m w

Carsten Schürmann (DemTech Group) Lessons Learned from Virginia August 7, 2018 13 / 25



340.89728



We also found ...

... on four WinVote machines
I Traces of software to rip CDs (No1 CD Ripper)

I Software to broadcast MP3s (Wingsofts Ancer.exe)
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Presidential Election, USA, November 6, 2012
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Gubernatorial Election, Virginia, November 05, 2013

I 60+ files in Windows/System32 flagged as
modified (including cmd.exe)

I WinVote/winvote.exe flagged as modified

I Time: 16:44-16:45 (Autopsy time)

I Observed on one machine only
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Virginia Election Date # Irregularities
Presidential Nov 2, 2004 5 NONE
Gubernatorial Nov 8, 2005 5 3 WinVotes dial out

(19:22 no success, 19:26, 19:48 success)
Senate Nov 7, 2006 5 NONE
State Nov 6, 2007 5 NONE
Presidential Nov 4, 2008 4 NONE
Gubernatorial Nov 3, 2009 4 NONE
House Nov 2, 2010 3 NONE
State Nov 8, 2011 4 NONE
Presidential Nov 6, 2012 7 NONE
Gubernatorial Nov 5, 2013 7 1 Winvote machine

60+ system files flagged as modified
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Evidence-Based Elections
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What is better form of evidence?
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Building Confidence in an Election Outcome

“Risk-limiting audits provide statistical assurance that election outcomes are correct
by manually examining portions of the audit trail —paper ballots or voter-verifiable
paper records.” [Stark ’12]

Risk Limiting Audit

I Secured paper trail

I Ballot manifest

I Look for statistical evidence that tempering occurred

I Draws a truly random sample and check!

I Method auto-corrects or in the worst case triggers a full recount
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Post Election Audits, 2018 Midterm Election
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Conclusion
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Use Paper and Do Your Audits!
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